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ABSTRACT

This article deals with one of the national seguptoblems which is cyber-security. The main puepafischoosing cyber-
security as a topic arises from few questions. Widythis technologically revolutionized concept @aa part in the
national security of states? What are the varioiategies used by the states to tackle these tiPelhe article briefly
answers these questions and discusses the actorbvéa in various types of cyber-security threatsl she challenges
evolving while making the policies. It also dealghwthe concept of Barry Buzan’s vulnerability frawork of non-
traditional security threats to explain states stgies to suppress threats. The article comprekehsidiscusses the
United States cyber-security strategies in diffepariods. Thus the article involves an analysithef United States cyber-
security strategies with the help of Buzan’s framdwand pillars of Global Cyber security Index. Bhilne result of the
analysis explains the complex nature of cyber-dgcdhreats and the challenges in creating and inpénting the

policies.
KEYWORDS:Cyber-Security, Barry Buzan Framework, Global CyBecurity Index, United States
INTRODUCTION

The news statement published by Forbes magazineedjubat Cybercrime is expected to cost nearly $ 6 trillion
worldwide in 2021”,which explains the importance of cyber-securitytfar states. Many states have equal contribution of
budget, developments in infrastructure and awast®she area of cyber-security but some of theenséil behind the
basic requirements. This article discusses brigfigut cyber-security and its challenges, approatthdsvelopments and

explains the cyber-security strategy of the Uniiates of America.

Cyber-security is defined as the activity or pragesbility or capability, or form whereby informati &
communications systems and the information conthitieerein are protected from and defended againstade,
unauthorised use or modification, or exploitatioByber-security is a debated concept because ¢é¢hnical nature and
difficulties in understanding the threats approact®&o the cyber threats are malicious act that daméhe information

stored, networks of communication system or tol steta.

%(2021), National Initiative for Cybersecurity Cared Studies, “Cyber-security Glossary.”
Retrieved from https://niccs.cisa.gov/about-niccskZgbcurity-glossary
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Source: Author's Compilation
Figure 1: Classification of Cyber Threats.
Cyber threats are carried out in one of these weydier attacks, and Cyber espionage. Cyber attaokec
damage to the data, which can be a communicatistersy information system or the electronics whafermation’s are
stored whereas Cyber espionage means obtainingtsaud sensitive information of any entity to game strategic

advantage. Some of the mode of cyber threatsasigitir phishing, malware, ransom ware, data leakagePDOS.

The Cyber security threats are classified into fmategories with respect to the actors like meetibim the above
Figure 1. The cyber attack happens in betweensstétte attack on civilians by state, a strike atesby civilian and
finally, the attack on civilians by a civilian. Hewer, the primary concerns of the state will betailing the citizens’
attack on the state and other citizens. The manageaf cyberspace by all four means projects tipalodity of the state.
In these article relations between state and cgbeurity was analysed through Barry Buzan vulnéitgftamework and

compared with Global Cyber Security Index.
Barry Buzan’s Framework

Buzan’s framework exclusively describes non-tradisl security threats that states find challengmgnanage, which
includes Cyber-security. Cyber security had bectiregational part of national security, due tola@wi's free accessibility

of Cyberspace without restriction, which is conesmifor all kinds of threats.

Barry Buzan's framework explained by analysing ti@otors such as power and socio-political cohesidrich
decides states ability in managing thréatse framework divides the states into four categobased on (weak or strong)
power with (weak or strong) socio-political cohesidhe United States of America is analysed uriteicategory of a state
with strong power and socio-political cohesion. Bows analysed through robust military and econasaigremacy in the
international system. The socio-political cohegivimarily deals with the engagement of citizens gadernment of a state

and the ability to manage domestic threats thag sparked to bring changes in domestic and inierr@tiaws and policies.
Global Cyber-Security Index

The Global Cyber-security Index (GCI) is a mul@dgtholder initiative to raise Cyber-security awasnand measure
countries' commitment to Cyber-security. It scrizénacross industries and sectors. The index roeapastries to identify
their potential in the field of Cyber-security apdecautionary measures to prevent further cybackdt The Global
Cyber-security Index evaluates states performamoeufive categories such as Legal Measures, TeghMeasures,

Organisational Measures, Capacity Building and @oaton.

2Czosseck .c (2010The cyber threat to national security: why can't vggee Retrieved from
file:///D:/project/The%20Cyber%20Threat%20t0%20Na&t8620Security.pdf
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American Understanding of Cyber Security Challenges

Barry Buzan’'s framework and GCI are used to analysdJnited States cyber security strategy. Thet masninent aspect
of American Cyberspace and a challenge is indiv&ld@i'eedom in accessing cyberspace and inferrdziCsecurity threats
due to proscribed actions. Freedom is also the sigsificant threat that enhances civilian attaokctvilian. The America

pre-eminence lies in identifying the challengesspased in freedom of free access in cyberspaceevowthe US and other
states are facing challenges in technical natiee,degree of operational functionality intertwiriadthe design, and the

involvement of human factors in Cyber-secutpme of the challenges are listed below:
The Technical Challenges

The technical factors are the requirement of tezdiréngineers in the decision making process aszlidsions, which are
called as “system security engineers”. System #goemgineering is a critical component in recogmigeffects of Cyber-
attacks by state and civilian. Other technical dactomprises integrated device with stable infradtire and its

interactions with other human operators.
Operational Functionality

The system security engineers are available abmaltievel, but the general public still lacks pcegnt engineers, thus
complicating policy implementation and making canbus cyber security monitoring difficult. In theSUCyber-security

management is a process-control loop that evergtepshould consider.
Influence of Human Factor

The influence of the human factor also includesesslvCyber assailants and the defender. The deafsnidéuence in
policymaking, which includes various interest greutne policymakers, the engineers involved intdoénicalities, states
portrayal of its Cyber-security in media and otheembers like such as consumers, investors, lawefent officer,
businessman, Federal, State and Local governmatiedoThe contribution of human factor is an imanttfactor of
social cohesichwhich makes citizens to be part of the decisiofingprocess. However, as each party seeks to zgtim
its own perceived interest or mission, thus giviisgs to tensions between various interest gropasumers, investors,
and companies, according to economists, would airoptimize their position by growing profits ando&ling costs.
Nevertheless, the US government has consideredtirest of all the interest groups to an extent @macted various laws
like Presidential order, Presidential Policy direes and cyber security institutions to curtail esdattacks. The US cyber
security measures and reforms are categorized tihidsy period such as pre twin tower attack, pest tower attack and
cyber security policies under President Obama.fol@&wving two initiatives acted as an emergencynfiar many national

security issues of the US.
Presidential Policy Directive

A presidential directive is a written or oral ingttion or resolution provided by the United Stagiessident that can rely on
the president's powers conferred by the UnitedeSt&onstitution, statutory law, or, in some instadegislative and

judicial approval.

3 Snyder Don et al. (2015)lrfiproving the Cybersecurity of US Air Force militaystem throughout their cycles”. Published by WS A
force Retrieved from :file:///D:/project/read%20theséa2Oairforce.pdf

“Trautman J. Lawrence.(2015Cybersecurity: what about US policy

Retrieved from: file:///D:/project/read%20these/u§Ggber%20policy.pdf
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Pre Twin Tower Attack Measures:
In the pre Twin Tower period, the measures of cdsamurity were generally an outline to implemetiticyber-security.
The Initial Cyber-Security Act

The initial cyber security was concerned in pratecbusiness and health care sector. The Healthrdnse Portability and
Accountability Act (HIPAA) of 1996, and the 1999 4Bnm-Leach-Bliley Act.

Health Insurance Portability and Accountability Act (HIPAA) of 1996

HIPPA is a United States federal legislation sigimtd law by President Bill Clinton on August 2898, by the 102United
States Congress. Its key objectives were to madeha@althcare data flow, define how personallytifieble information owned

by the healthcare and healthcare insurance indsistniould be protected from fraud and theft, addead limitation$.
Gramm-Leach-Bliley Act of 1999

Financial institutions, or organizations that pdeviconsumers financial products or services sudoass, financial or
investment advice, or insurance, are required eyGtamme-Leach-Bliley Act to clarify their informati-sharing activities

to their customers and safeguard confidential Hata.
Presidential Executive Order 13681 - Improving theSecurity of Consumer Financial Transactions

Executive departments and agencies are transitjopatyment processing terminals and credit, deldt @ther payment
cards to use enhanced security features, suchipsacti-PIN technology, to improve data security doadter protect
people doing business with the government. Agengiast consider applicable voluntary consensus reoquents and
criteria, as appropriate, when deciding the enhduseeurity features to use in compliance with tiaidthal Technology
Transfer and Advancement Act of 1995 and Officahagement and Budget Circular A-1%19.

Post Twin Tower Period

During the post twin tower attack period, the USgoment enacted major Act such as Creation of HammdeSecurity

Act, Federal Information Security Management AdS(AA) and Bush’s executive order 13231 and diff¢iaitiatives.
Creation of the Office of Homeland Security

Executive Order 13228 created the Office of Homel&ecurity and required the protection of “energgdpcction,
transmission, and distribution services and clitieailities; other utilities; telecommunicationpublic and privately

owned information systems; special events of natisignificance; transportation, including railwapgghways, shipping

SGuillermo A. Francia lii et al. (2007). “The Designd Implementation of an Automated Security CormgaToolkit: A Pedagogical
Exercise”. Retrieved from:
https://www.researchgate.net/publication/2347878%i¢_Design_and_Implementation_of_an_Automated_8gc@ompliance_Tool
kit_A_ Pedagogical_Exercise

5 GPO, (1996). Mealth Insurance Portability And Accountability ABf 1996. Retrieved from:
https://www.congress.gov/104/plaws/publ191/PLAW-10dI191 . pdf

" Federal Trade Commission. “Gramm-Leach-Bliley Agtetrieved from: https://www.ftc.gov/tips-advice/mess-center/privacy-and-
security/gramme-leach-bliley-act

8 The white house. “Improving the Security of Consuffieancial Transactions”. Retrieved from:
https://obamawhitehouse.archives.gov/the-pressedffid14/10/17/executive-order-improving-securitpemer-financial-transactions
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ports and waterways; airports and civilian airgrafestock, agriculture®.
Federal Information Security Management Act (FISMA)

The Federal Information Security Management AcR0®2 requires that the Director of the Office of ddgement and
Budget oversee Federal agency information secpiticies and practices, including requiring eaclildfal agency to
define and enforce information security safegua@imimensurate with the probability and magnituddarin resulting

from unauthorized use, disclosure, disturbanceratibn or destruction of information system. Serifficials in each

agency must ensure the security of the informatidre systems that sustain their activities, assstablish plans and
procedures to ensure their continlfityFISMA has brought Cyber-security to the federavernment's attention,
emphasizing a “risk-based approach for cost-effectiefense”. The law amended as the Federal Infom&ecurity

Modernization Act of 2014

President Bush'’s Critical Infrastructure Protection Board by Executive Order 13231

Executive Order 13231 established by President Bu@Gtitical Infrastructure Protection Board. TheAJBATRIOT Act
of 2001 included a description of "sensitive infrasture”, and The National Plan for the Physicaltéction of Critical

Infrastructures and Key Assets outlines the Bushiaidtration's homeland security stratégy.
Commission on Cyber-Security for the 4% Presidency

The Centre for Strategic and International Stu¢gSIS), a nonpartisan, nonprofit research centatém in Washington,

D.C., created the Commission on Cyber-Securitytfier 44th President in 2007 Members of the Commission have
considerable government experience as well assRilCyber-security. The Commission outlines coaisitions such as

“federal structure and strategy”, “Cyber-securitgrms and authorities”, “Investment and acquisitipalicy” and

“government interaction with the private sector”.

A forward-looking framework for coordinating andguitizing government efforts to Secure Cyberspiacerder
to evaluate current and potential threats to fddaractures and critical infrastructure, reviewtharities, strategies, and

government organizations for Cyber-security, amhiiy critical infrastructure protection needs.
The Comprehensive National Cyber-Security Initiative

In January 2008, President George W. Bush relesls¢idnal Security Presidential Directive 54 and Hdend Security
Presidential Directive 23, launched the Ambitioustibnal Cyber-security Initiative (CNCIf. During Obama's
presidency, CNCI and its related operations grelwettome core elements of a wider, revised natio®aCyber-security

strategy. The Cyber Initiatives of the CNCI intedde achieve the following objectives:

® Homeland security. “Creation of the departmentarhbland security”. Retrieved from: https://www.dlsugreation-department-
homeland-security

YCongress.(2002). “Federal Information Security Mamagnt Act”.

Retrieved from:https://www.congress.gov/bill/107tmgress/house-bill/3844

11(2002). “Federal Information Security Management’ARetrieved from: https://www.congress.gov/billfth-congress/house-
bill/3844

12 Department of Homeland Security. (2001). “Critibrgftastructure Protection in the Information Ag&etrieved from:
https://mww.dhs.gov/xlibrary/assets/executive-ortid231-dated-2001-10-16-initial.pdf

Center for strategic and international studies. “Cassinn on Cyber-Security for the 44th PresidentdA72. Retrieved from:
https://www.csis.org/programs/strategic-technolsgieogram/cybersecurity-and-governance/other-prejegbersecurity-6

4 The white house. “The Comprehensive National Cybeusty Initiative”. Retrieved from:
https://obamawhitehouse.archives.gov/issues/forpality/cybersecurity/national-initiative
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e« To provide a front line of protection against todaymmediate threats by establishing or improvingtual
situational knowledge of network vulnerabilitiefirdats, and incidents within the Federal Governnaamt
eventually with national, local, and tribal govermbis and private sector partners, as well as tiieyab respond

rapidly to mitigate existing vulnerabilities andagd intrusions.

* Enhance US counterintelligence capabilities andngfthen the supply chain's security for criticdbimation

technology to protect against a wide range of tsrea

« Expanding Cyber education, organizing and redingctesearch and development activities around &ueral
Government, identifying and improving strategiesctombat hostileor malicious activity in Cyberspawceuld

reinforce the potential Cyber-security climate.

CYBER-SECURITY DURING OBAMA’S ADMINISTRATION
Presidential Executive Orders
EO 13556 - Controlled Unclassified Information

Except for information classified under Executivedé 13526 of December 29, 2009, or the Atomic Eyekct, as
amended, the order provides an open and standdrgdiogramme for handling information that needega#frding or
distribution controls in compliance with and comsig with legislation regulations and Governmendevpolicies:> To
protect and manage the information, executive depants and agencies currently use ad hoc, agemyfisppolicies,
procedures, and markings, such as information uingl privacy, protection, proprietary business liagts, and law

enforcement investigations.
President Obama’s 2013 Executive Order 13636: Imprang Critical Infrastructure Cyber-Security

On February 12, 2013, President Obama signed EBxec@rder 13,636, “Improving Critical InfrastructurCyber-

security,” which directs the Executive Branch to:
» Develop a technology-neutral voluntary Cyber-segdramework;
« Promote and incentivize the adoption of Cyber-sgcpractices;
» Increase the amount, timeliness, and consisten@ybér threat data shared;
» Every effort to safeguard our vital infrastructgteuld provide robust privacy and civil libertie®tections;
«  Explore the efficiency of current legislation thain use to facilitate Cyber-securify.
EO 13800 - Strengthening the Cyber Security of Fedal Networks and Critical Infrastructure.

In 2017, President Donald Trump signed Executivde®d 3800, strengthening the Cyber-security of Fadeetworks
and Critical Infrastructure, to strengthen the oxa8 Cyber posture and capabilities in the facgrofving Cyber threats.
EO 13800 directs the federal government's effootsatrd modernizing the information technology infrasture,

partnering with state and local governments and/apei sector partners to safeguard critical infragtre and

15 Federal Register. (2010). “Controlled Unclassifietbimation” Retrieved from:
https://www.federalregister.gov/documents/2010/212010-28360/controlled-unclassified-information

16 Cybersecurity and infrastructure security agen®RITICAL INFRASTRUCTURE SECURITY AND RESILIENCE” Retrieved
from: https://www.cisa.gov/publication/e0-13636-gpitfact-sheet

| NAAS Rating: 3.10 — Articles can be sentaditor@impactjournals.us |




[ The Cyber-Security Challenges and The American Approes 45 |

collaborating with international alli€'s:

Presidential Policy Directive
* President Obama’s Presidential Policy Directive-21Critical Infrastructure Security and Resilience

The principles are guiding the Federal Governmaetsponse to any Cyber incident, whether involviloyernment
or private sector organizations, are outlined ia Bresidential Policy Directive (PPD). The PPD adsdines lead
Federal agencies and an architecture for organitiegnore comprehensive Federal Government responsajor
Cyber incidents. The PPD also needs the Departntédniastice and Homeland Security to keep theitacindetails
up to date with the public's use to assist agenicmgmcted by Cyber-attacks in reporting them to dippropriate
authorities®®

» President Obama’s Presidential Policy Directive-41United States Cyber Incident Coordination.

The directive defines the National Policy on Catitnfrastructure Protection and Resilience. Thiaborative initiative
involves the federal, state, local, tribal, anditerial (SLTT) governments and public and privat#tical infrastructure
owners and operatot3.The directive further improves overall teamworkd atooperation by refining and clarifying
essential infrastructure-related functions, dutées obligations across the Federal Governmentfdderal government is

also responsible for enhancing the stability asdliemce of its vital infrastructure.

The United States' policy is to strengthen itsicait infrastructure's security and resilience againoth
physical and Cyber threats. The Federal Governmleall work with critical infrastructure owners angerators and
SLTT entities to take proactive steps to manage aisd strengthen the security and resilience ofNh8on's critical
infrastructure, considering all hazards that cowdle a debilitating impact on national securitypremmic stability,
public health and safety, or any combination thér8de federal government will also collaborate twibreign
partners to enhance critical infrastructure pratectand stability in the United States and critigafrastructure in

other countries.

Congressional Actions

The National Cyber-Security Act of 2014

The National Cyber Security Protection Act of 204igned into law by President Obama on Decembe2@B4, provides

a much-needed amendment to the Homeland SecurityoA2002?° The law establishes within the Department of
Homeland Security (DHS) and National Cyber-secuaityl Communications Integration Centre (NCIC), oesjble for
sharing Cyber-security risks, incidents, analyaig] warnings for both federal and non-federal iestitoverseeing critical

infrastructure protection, Cyber-security, and teddaDHS programs.

17 Cybersecurity and infrastructure security agenastréngthening the cybersecurity of federal netwarhd critical infrastructure
"retrieved from: https://us-cert.cisa.gov/e013800

18 Cybersecurity and infrastructure security agen€yL 8. “ strengthen the security and resiliencesoiitical infrastructure against
threats and address cyber threats” retrieved frbttps://www.cisa.gov/publication/isc-ppd-21-implentation-white-paper

9 The white house. (2016). “cyber incident coordimat Retrieved from: https://obamawhitehouse.arebigov/the-press-
office/2016/07/26/presidential-policy-directive-te-states-cyber-incident

2Congress. (2014). “Department of Homeland Securjigr@priations Act” retrieved from: https://www.caegs.gov/bill/113th-
congress/house-bill/2217.
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The Federal Information Security Modernization Act

The Federal Information Security Modernization A€2014, signed into law by President Obama on Dex 18, 2014,
provides amendments to the Federal Information iggddanagement Act of 2002 (FISMA) to “ reestabhlithe oversight
authority of the Director of the Office of Managemand Budget (OMB3! It consists of information security policies and
practices, and set forth authority for the SecyetdrHomeland Security (DHS) to administer the iempkntation of such

policies and practices for information systems.”
The Cyber-security Workforce Assessment Act

The Cyber-security Workforce Assessment Act, signéal law by President Obama on December 18, 2fElires “the
Secretary of Homeland Security to assess the Dapattof Homeland Security's Cyber-security workéoand develop a
comprehensive workforce strategy.” The law assessimeludes “(a) an assessment of the readinessapakcity of the
workforce of the Department to meet its Cyber-siggunission; (b) information on where Cyber-secuntorkforce
positions located within the Department; (c) infation on which Cyber-security positions performed [full-time

employees, contractors, other agencie].”

Besides, the law provides that within 120 daysofeihg enactment, a report will be submitted by $eeretary to
appropriate Congressional committees as to “theilféidy, cost, and benefits of establishing a Qybecurity Fellowship
Program to offer a tuition payment plan for indivéds pursuing undergraduate and doctoral degreesagitee to work for

the Department for an agreed-upon period”.
The Homeland Security Workforce Assessment Act

Signed into law on December 18, 2014, the HomeBecurity Workforce Assessment Act became law aat@chment
to the Border Patrol Agent Pay Reform Act of 261t the relevant part, the law designed to imprevmpensation rates,
retention, and hiring procedures for Cyber-secupitgitions at DHS. The law provides an enhancedqa® to identify

critical department IT Cyber-security skills.
The Cyber-security Enhancement Act of 2014

The Cyber-security Enhancement Act of 2014 waseslgnto law by the President on December 18, 2atd,provides:
in Title I, a Public-Private Collaboration on Cyksscurity; Title 1l, Cyber-security Research andvElepment; Title III,
Education and Workforce Development; Title 1V, Cydsecurity Awareness and Preparedness; and TitkedVancement
of Cyber-security Technical Standards. The Prowmisiof Title | “permit the Secretary of Commercetirag through the
Director of the National Institute of Standards arethnology (NIST), to facilitate and support thevelopment of a

voluntary, consensus-based, industry-led set ofdstals and procedures to cost-effectively redudeeCyisks to critical

2! The white house. “Office of management and buddeetrieved from:
https://www.whitehouse.gov/omb/#:~:text=The%20CHf6200f%20Management%20and%20Budget%20%28 OMB%29%23sebj
ectives%20and%20to%20fulfill%20the%20agency% E 2% 888%&2 Ostatutory%20responsibilities.

Z20PM. (2015). “ Federal Cybersecurity Workforce Assesnt Act of 2015”. Retrieved from: https://www.ogv/policy-data-
oversight/human-capital-
management/cybersecurity/#:~:text=The%20Federal%B&Sgcurity%20Workforce%20Assessment%20Act%200fB28National
%20Initiative%20for%20Cybersecurity%20Education%28MECE %29%20Framework%3B%20and

ZCongress. (2014). “Border Patrol Agent Pay Reform”Aetrieved from: https://www.congress.gov/bill/h3ongress/senate-
bill/1691
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infrastructure.®
Other Collateral Developments

Other initiatives are Commission on Cyber-secddtythe 44th Presidency, publication during 201thef DHS Blueprint for a
Secure Cyber Futufé.The Cyber-security Strategy for the Homeland Sgcénterprise, NIST Framework for Improving
Critical Infrastructure Cyber-security, and seldategoing National Institute of Standards and Teldgy (NIST) initiatives®

The Cyber-Security Strategy for the Homeland Secuty Enterprise

It intended to safeguard the United States' ctitiystems and properties, as well as to promoteeteatnore robust
information and communication technologies overtimllowing government, industry, and individualsbe safer online.
“Protecting our Vital Information Infrastructure @ay and Creating a Stronger Cyber Ecosystem tomgtaccording to
the strategy.

National Institute of Standards and Technology (NIS) Initiatives

On a near-daily basis, the National Institute ainstards and Technology (NIST) publish Cyber-segunritifications,
resources, and initiatives. Those wishing to gaid eetain a current understanding of Cyber-secteitjhinologies would

likely benefit significantly from the NIST materi]’
NIST Framework for Improving Critical Infrastructur e Cyber-Security

NIST is a voluntary risk-based Cyber-security Fraumek. A collection of industry guidelines and besactices to help
organizations mitigate Cyber-security risks, acoaydo Executive Order 13638 The Framework that resulted from the
cooperation of the public and private sectors assisared language to discuss and manage Cybertgemk. According

to the Framework, a clear understanding of therdrgéion's business drivers and security concexgpécific to its use of
information technology and industrial control sysge Since each organization's risk is differerg, tdols and approaches

used to achieve the Framework's outcomes can differ
Presidential 2015 Cyber-Security and Consumer Protgion Summit

At a Cyber-security and Consumer Protection Surhelid on February 13, 2015, at Stanford Universtgsident Obama
lists the following basic principles to considerilgttonfronting Cyberthreats.

%Congress. (2014)The Cyber-security Enhancement Act of 2G&trieved from: https://www.congress.gov/bill th-
congress/senate-bill/1353

BCybersecurity and infrastructure security agen291(). “Blueprint for a Secure Cyber Future”. Retrigfrmm:
https://www.cisa.gov/blueprint-secure-cyber-
future#:~:text=The%20Blueprint%20for%20a%20Secure@y@@re20Future%20builds,resilient%20cyber%20enviemi&b20for%2
Othe%20homeland%20security%20enterprise.

NIST. “cybersecurity framework”. Retrieved from: ft//www.nist.gov/cyberframework

ZINIST. “Cyber security”. Retrieved from: https://wwnist.gov/cybersecurity

Zcybersecurity and infrastructure security agencyitital infrastructure security and resilience” Reted from:
https://www.cisa.gov/publication/eo-13636-ppd-2ttfaheet

2The white house.(2015). “White House Summit on Cgeeurity and Consumer Protection”. Retrieved from:
https://obamawhitehouse.archives.gov/the-pressadffd15/02/13/fact-sheet-white-house-summit-cyloensty-and-consumer-

protection
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Collaboration between Government and Industry

First, it has to be a shared mission. Since theafwi sector controls so much of our computer ndtsvand vital
infrastructure, the government cannot do it alddewever, the private sector cannot do it aloneesiihds always the
government that provides the most up-to-date in&tion on emerging threats. There is only one wagrtdect America
from Cyberthreats: collaboration between governmamd industry, with sufficient knowledge and shoble trusted
partners. Second, we must reflect on our distideaatages. Although the government has many cagpedilit is neither
appropriate nor possible to secure private compamiemputer networks. Many of the companies preseady are
cutting-edge, but the private sector does not adwagve the skills, situational awareness, or c@paaci alert others

required during a Cyberattack.
Cyber Scholarship Program

Given the increasing reliance on Cyber-security iafarmation technology (IT), the Department of Brete (DOD) must
safeguard itself. The Department of Defence (DOBEds staffing with technically savvy personnel. Thgber

Scholarship Program (CYSP) created to assist ireffeet. The National Security Agency administene DOD CYSP,
funded by the DOD Chief Information Office (NSX)The program's goals are to encourage higher eédndatall areas
of Cyber-security, improve the Department's abitiiyhire and retain Cyber and IT experts and irsgghe number of

military and civilian staff with knowledge in the@D
Global Cyber-Security Index

Apart from Barry Buzan Vulnerability Framework, ®kl Cyber-security Index also produced skeletoant@alyze a state’s

Cyber-security standards. The five pillars of G@blain the US's commitment level towards Cyber-ségu
INTERPRETATION WITH GCI

Apart from the Cyber Security challenges, the Gldbygber-security Index had given five quantifyingcfors to mitigate
Cyber-attacks, which helped to understand the AraerCyber Security system. First, the legal measwiéch deals with
the US's laws, including the presidential executivders and policy directives, the legislation ohgress. Secondly,
Technical measures are the system security engimagt organizations, which are in the maintenafid8yber-security.
Thirdly, organizational measures include the inooagion of homeland security, comprehensive nati@yber-security
initiative, US Cyber Command. Fourthly, Capacitylding includes the initiatives taken by an intergioup to curtail Cyber

threats. Finally, cooperation includes the Ameripeoposed summits and bilateral relation in mitigaCyber Security.

The GCI has a way of calculating the commitmeneledM Cyber-security. It helps the states to obsethe
growth and fall of Cyber-security measures conewyrthe states, in the same way, the US policies amtidities to

improve Cyber-security worldwide.

30Us DOD. “Cyber scholarship program”. Retrieved frdrtips://public.cyber.mil/cysp/
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Table 1: Analysis of the US Cyber-Security with GCI

Analysis of Global Cyber-Security Index Pillars with US Cyber-Security
S. No Measurement Year Acts, Provinces, Directives.
1) Presidential executive orders (E.O)-13231
13556, 13636, 13681, 13800.
2) Presidential policy directives 21, 41.
3) The National Cyber-security Act

1) 2001, 2009, 2013, 2014, 2017
2) 2013, 2016

1 Legal Measures ig 2812 4) The Fedgral Information Security
5) 2014 Modernization Act. .
5) The Cyber-security Enhancement Act of
2014
1) NIST Framework for Improving Critical
1) 2013 Infrastructure Cyber_-security.
> Technical Measures 2) 2014 i)c;l'he Cyber-security Workforce Assessment
3) 2014 3) The Homeland Security Workforce
Assessment Act
1) Creation of the Office of Homeland
Security.
1) 2002 2) Federal Information Security Managemerit
3 Organizational Measurgs 2) 2002 Act. . : .
3) 2008 3) Comprehensive National Cyber-security
4) 2010 Initiative.

4) The Cyber-security Strategy for the
Homeland Security Enterprise.

1) National Institute of Standard Technology.
1) 1901 2) Commission on Cyber-security for the"44
2) 2007 Presidency.

3) Cyber Scholarship Program.

1) Presidential Cyber-security and consumey

4 Capacity Building

1) 2005 rotection summit
5 | Cooperation 2) 2019 g coton summLL
3) 2019 ) Bilateral relation with Japan

3) Engagement with Estonia.

Source: Author's Compilation

It inferred that US satisfied all the necessarydexof GCI with exclusive arrangements to mitigdue threats. In
each pillar, the US has established the requiresngpecific to the Cyber threat. The US governmekés measures to
deal with government agencies, private institutiand individual citizens concerning the situatitirshows the stability of

the US towards strengthening Cyber-security.

The Table: 1 also projects the policies of the dBcerning power and socio-politico cohesion whiah r@sulted
to be strong and have positive suggestions frorityrobkers. For example: after the data breacheaetid of 2007, the
US government reflexed with establishing CNCI thylouthe presidential directive The CNCI established to spread
awareness about Cyber threats among people, fedgmicies and private institutions, enhance Cylmrrcation,

implementing R&D in the field.

The policies and reforms of the US are categora®alve as pre Twin Tower attack, post Twin Toweackttand
under Obama administration to explain the growthhi& developments of cyber-security measures ottBeand their

ability to implement immediate policies to prevéuture attacks.

3The white house. (2016). “cyber incident coordimati Retrieved from: https://obamawhitehouse.archiyev/the-press-
office/2016/07/26/presidential-policy-directive-tad-states-cyber-incident
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With its rapidly growing Cyber-security power, thé& also has a partnership with countries to prosstastance.
Along with defence and countermeasures, the US toienake a cooperative association with otheestiat have peaceful
Cyberspace. Since the technical crew and produsswill be expensive, the developing countriesetiebon countries
like the US and the EU which enhance economic litsrtefthe US.

Along with the foreign policies, policies relatedl trade, business and government the US governhzams a
specialized center called IC3 to deal with dailyb€ycrimes that American people face. The centeas@n interactive

place for people to solve Cyber related problem.

In some cases, the US used counters Cyber-attatikshe state, because of severe Cyber damages ligcthe
US. These factors explain how the US maintainiaghdn-conventional security threats and adaptiegcttanging nature
of issues. The resilience of the US towards Cylbeeats is more flexible. Notably in December 20t Obama
administration's policies have centered on dealifith crisis environment near-term needs, such asvgnting Cyber-
based disasters and espionage, minimizing the itmpaft successful attacks, strengthening inter amtda-isector

cooperation, clarifying federal agency roles argpomsibilities, and combating Cybercrime."

Thus led to the conclusion that to tackle all tmeats and protect the Cyberspace, the US has fateduarious
policies, Presidential policy directives, Presid@rgxecutive orders, and Cyber-security initiasiv€hough there is a rapid
increase in Cyber threats due to digitalization aocessibility to Cyberspace, the US has the cam@gber environment

and infrastructure to maintain Cyber-security desfhie threats.
CONCLUSIONS

As a conclusion, it can be seen that the challeagdsvulnerabilities occur due to cyber-securitgdits can be suppressed
with preventive measures like developing infragtite; effective policies and awareness but itd#fecult task to handle and

put it in control. This clearly explains the nedgssf cyber-security to be considered as a cryzdat of national security.
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